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An overview of network measures and standards to control inverter-based 
consumer energy resources in Australia 

 
Consumer Energy Resources (CER) including rooftop PV, battery energy storage systems (BESS) 
and electric vehicles (EVs) have become the largest generation fleet in Australia with around 35 
GW of generation capacity and recent reports estimate that more than one in every three 
households own a rooftop PV system1. Residential batteries are increasing in popularity as 
supported by federal government‘s Cheaper Homes Battery scheme and, it is estimated that 
between 18 to 41% of households will own a battery within the next two decades based on 
different growth scenarios. CER has brought various benefits to society through lowering energy 
prices and providing clean and renewable energy but integrating higher levels of CER has also 
brought various integration challenges as a result of increasing day-time PV exports including 
minimum network demand, balancing of demand and supply, network security in relation to CER 
fleet behaviour during contingency events, voltage rise at connection points and distribution 
transformers and PV generation curtailment.  
As highlighted in Australian Energy Market Operator (AEMO)’s Integrated System Plan (ISP)2 and 
shown by the recent commitment by Ministers to develop a National CER-Roadmap3, integration of 
CER is a key step toward achieving the national renewable energy and emissions reduction targets 
and ensuring that all Australian households and businesses have access to the benefits of reliable, 
affordable, and equitable renewable energy. To ensure most effective and secure integration of 
higher levels of CER, new network measures and standards have been introduced. This paper 
presents an overview of these measures and highlight potential opportunities and drawbacks.  

AS/NZS 4777.2.2020  

AS/NZS 4777.2.2020 [1] is the standard that governs the Grid connection of energy systems via 
inverters. This standard applies to all energy generating and exporting inverter-based systems 
including solar PV, batteries and EV bi-directional chargers which were installed on or after 21st of 
December 2021. Although the previous standard AS/NZS 4777.2.2015 has similar functions for 
inverters, not all of these were mandated unlike in the 2020 version. The most relevant 
requirements for CER operations are the minimum reactive power capability for the inverters 
(Figure 1.a), voltage-based power quality response modes including as Volt-VAr (Figure 1.b) and 
Volt-Var (Figure 1.c) as well as fixed and reactive power modes, voltage ride-through requirements 
and anti-islanding requirements. The standard also requires frequency response mode (frequency-
watt) and sets out demand response modes (DRMs) which signals inverters to disconnect and 
modulate power outputs. 

Dynamic export requirements  

To mitigate the challenges of higher rooftop PV exports and enable higher levels of rooftop PV 
installations, dynamic export capability was introduced (also referred as flexible export limits and 
dynamic operating envelopes-DOEs) which was first approved and implemented in South Australia  
 
 

                                                 
1 APVI PV-MAP, can be accessed here  
2 Integrated System Plan for the National Electricity Market, A roadmap for the energy transition, Australia Energy Market 
Operator 

3 National Consumer Energy Resources Roadmap, Energy and Climate Change Ministerial Council 2024 

 

http://pv-map.apvi.org.au/analyses
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a) Minimum reactive power requirements 

 

b) V-VAr response mode 

 

 

c) V-Watt response mode 

 

 

 

Figure 1 AS/NZS 4777.2.2020 key operational requirements for CER [1] 

[2]. Dynamic export connection applies to new installs from 1 July 2023 and all new system 
upgrades (unless the system is repaired or replaced under warranty or relocated to another 
position in the same building). It also applies to new BESS systems installed after 1st of March 
2024 as well as for medium scale (30kW-200 kW) rooftop PV systems (larger PV systems require 
SCADA). A new system may opt out to participate in dynamic connections by choosing a fixed 1.5 
kW static export limit. These requirements also don’t apply for any other sites if they already have 
existing export control device.  
 
Dynamic export connected systems receive signals from the distribution network service provider 
(DNSP) which determines how much generation the system can export at any point in time. The 
export limits are determined by DNSP’s DOE calculation methods, taking into account the hosting 
capacity and existing exports on a particular feeder & substation [3]. Dynamic exports limits are 
remotely communicated by the local DNSP which includes the application of the IEEE 2030.5 
Smart Distributed Energy Resource (DER) communications protocol and integration models. This 
international standard has a local implementation guide, Common Smart Inverter Profile-Australia 
(CSIP-AUS) [4]. There are different modes of communication for dynamic exports which are shown 
in Figure 2. The first option is the native connection where the inverter receives signal directly from 
DNSP server. 

 
Figure 2 Dynamic export connections communication modes 
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The second option, also referred as relevant agent, includes a gateway device connected to DRM 
port of an inverter or through other communication channel/internet to translate the signals 
received from the server. The gateway sends DRM signals to disconnect, reduce generation or 
zero export control. Relevant agent can also be connected to a smart meter when sending a signal 
where the electricity meter can disconnect. The other options which are the most common is 
through an aggregator via the cloud which may also include a gateway device. The communication 
protocol for the native inverter solution and between utility server and relevant agent/aggregator 
need to be CSIP-Aus compliant however, the communications between gateway devices and 
inverter may be non-prescribed and not standardised (as highlighted in red circle in Figure 2). 
Regulators are working on introducing strict cyber security requirements and public key 
infrastructure (PKI) to ensure safety, effectiveness and harmonisation of communications (also 
referred as interoperability). An important consideration is communication failure such as internet 
drop out or gateway device malfunction. The system must be capable of falling back to a 
predefined export limit (i.e. 1.5kW) in the event of a communication failure. This raises the question 
of what happens to sites which have internet connectivity issues as their exports may be curtailed 
more significantly then required. 

Emergency backstop mechanism (EBM) 

Emergency backstop mechanism (EBM) was more recently introduced by AEMO as a last resort 
strategy to cut-off/disconnect rooftop solar generation during extreme and un-foreseen grid 
contingency events. All new sites with dynamic connections will have EBM capability however, 
sites that chose the fixed export limit of 1.5 kW don’t require to participate in EBM. EBM has been 
implemented via three different methods so far: 
 

• Relevant agents: using gateway and DRM port of inverters or other internet connection 
• Aggregator-cloud solution: flexible exports and DOEs via CSIP-Aus communication 
• Enhanced voltage management (EVM): DNSP pushes the distribution voltages up to trip 

inverters through AS.4777.2.2020 anti-islanding settings 
 

PV systems that are larger than 200kW are controlled by SCADA and don’t need EBM capability. 
So far, EBM capability has been enabled in South Australia, Victoria and Queensland. There have 
been two incidents where EBM was enacted: Trip of Southeast Tailem Bend 275 kV lines on 12th 
of November 2022 [5] and the Trip of Moorabool Sydenham 500 kV lines on 13th of February 2024 
[6]. Apart from these, DNSPs have also run drills and control tests to measure CER response 
however, there is no publicly available report and data on these. During the first event, EVM was 
the leading strategy used to curtail rooftop PV production, estimating over two-thirds of total 
curtailment during the event. The remainder of the curtailment came from direct response to the 
tripping event through AS 4777.2.2020 frequency and voltage power response modes as well as 
relevant agents. In the second event around 5 MW of distributed PV was curtailed largely through 
CSIP-Aus. In both events, larger PV systems over 200 kW was curtailed through SCADA.  
 
EBM is being planned to be rolled out across NSW from mid-2026. AEMO estimates the existing 
and required EBM capability per each NEM state to maintain system security as shown in Table 1 
below. As seen all states have significant shortfall of EBM capability from Oct-2025 according to 
AEMO.  
 
Discussions 
Compliance of CER technologies to the relevant standards and network measures will become 
increasingly important for maintaining the security of our grid under increasing CER installations. 
According to different reports from AEMO and DNSPs, there is no consensus on the compliance 
rates for the existing fleet. CER assets will now need to comply with multiple standards 
simultaneously and such compliance have not been studied or measured up to date (for examples 
simultaneous compliance to AS/NZS.4777.2.2020 modes and dynamic exports with CSIP-Aus). 
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Moreover, there is limited data to understand the extend of CER curtailment due to these new 
network measures and EBM. EVM may not be favourable as it can damage the household 
appliances due to high voltages. Other important questions remain such as how often will EBM be 
implemented, can effective implementation of dynamic exports and AS/NZS.4777.2.2020 power 
quality response mode eliminate the need for EBM. Moreover, different states have different takes 
on these new measures for example, in Queensland, dynamic exports (CSIP-Aus) and EBM will be 
implemented through generation signalling devices (GSD) which will be operated by audio 
frequency load control (AFLC) signals. AFLC has been used to control the off-peak water heaters 
therefore, it is a known and reliable technology. However, it is also an old technology which can’t 
integrate with IoT devices and different implementations of these measures across different states 
can create further complications for relevant agents, aggregators and inverter original equipment 
manufacturers. All of these important research questions are key objectives for the new ARENA 
funded Project CICCADA (Consumer-energy-resources integration, compliance and curtailment 
assessment and data analysis) [8]. 
 

Table 1 Summary of EBM status in each NEM region [7] 
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